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	Summary: 


This document describes the ECO’s activity on research projects since the ECC meeting in Kazan (December 2011).  It is an updated version of the report considered by the Steering Group in October.
The Office has continued to apply a step-by step approach to develop relationships with research organisations, in consultation with the ECC SG and ECC subordinate bodies. Since the Kazan meeting a number of meetings took place through e-mail exchange, phone calls or web meetings with research organisations. 
A review of these actions, and of the development from previous initiatives taken so far shows some positive results in the cooperation with academia :

· The most active area is “cognitive radio”. Research institutions/projects dealing with Cognitive radio area were heavily involved in the preparations of the CR Workshop. 
· Productive discussion also took place with UWB and smart metering institutions.

· Currently there are a number of ECC groups (ECC PT1, SRD MG, FM CG CRS, SE43 and SE24) which are attended on a regular basis by representatives from research organisations. 
As a next step, it is proposed to seek views from the ECC and its subordinate bodies (WGs and PTs) to update the list of research areas which could bring added value to the technical/regulatory work conducted within different bodies. 


	

	
Proposal:

The ECC Plenary is invited to recommend its subordinate bodies to review their Work Programme in order to  identify areas to be considered for more close cooperation with research institutions. This can be used to populate Category 1 with new areas of research activity in order to initiate cooperation. 


	


	Background:


	The ECC published its Strategic Plan in March 2010. Within this five year strategy, the ECO’s tasks include to “develop relations with universities and relevant scientific institutes that would be willing to do research in spectrum management and give advice to research institutes on issues to investigate or on specific research” and to “explore relationships with European research programmes”.

The Office is adopting a step-by step approach to developing these relationships, in consultation with the ECC SG and ECC subordinate bodies. 

The research activity page at the CEPT web-site is summarised at http://www.cept.org/ecc/topics/research-activity.

The ECO identified areas listed below for more close cooperation. The list was endorsed by the ECC. 

Category 1:  Areas of research activity which in the short term could influence the ECC work programme:

· UWB area of research 

· Wireless M2M communications area of research 

· Cognitive radio area of research 

· Research activity on IMT- Advanced systems

· Smart metering/ smart grids 




ECO activity on research projects; October 2012
1 Introduction

At the 30th ECC meeting (Kazan, December 2011)  the Office reported about further engagement with a small number of research projects which appeared to have a particular relevance to the ECC's work programme (the so-called ‘Category 1’ projects, smart metering /grids area was added to the ‘Category 1’ projects). These projects seem to have some interesting perspectives to offer, and they had been encouraged to participate more directly in the relevant project team work. The Office had concluded that the application of EWM would be a very useful tool in some cases.
A physical meeting was held on 6th September 2012 in the framework of research activity programme with a representative of Trinity College (Dublin, Ireland) where group of scientists is dealing with real-time radio environment mapping. Annex 1 to this document summarises the discussion. 

Based on e-mail exchange with representatives of Simula research laboratory (Norway) it is proposed to amend text at the research activity page with the information regarding to the development of Simula laboratory in cognitive radio networks, smart grid, machine-to-machine (M2M) communications. Annex 2 to this document summarises the proposal.
2 Summary

The Table below provides analysis of actions taken by the Office with assistance of ECC Working Groups/Project Teams starting from June 2010 ECC meeting.
	Area of research


	Progress report/ outstanding issues 
	Relation to ECC PT’s (WI)
	Proposed actions

	Cognitive radio
	1) As a first step a number of universities conducting studies related to different aspects of operation of CRS were identified;
2) Series of discussion took place (for the Report from web-meetings please see doc. ECC(11)043;

3) Workshop on Cognitive Radio organised jointly by ECC and COST-TERRA (May 2012):
More than 130 delegates heard about a wide range of industrial trials and initiatives, research work and regulatory progress towards enabling cognitive radio technology in Europe and elsewhere.

There are more concrete demonstrations of the technology and of business planning, and some regulatory initiatives worldwide.  There is also a strong asserted intention from some sections of industry to implement the technology at the earliest opportunity in Europe, simplifying the ambitions of CR in the first instance in order to bring forward implementation on a practical basis (see Report from Workshop ECC(12)022).

	SE43 (SE43_02);
FM CG CRS (FM_16 (CG CRS))
	To continue maintaining cooperation with the identified research projects, universities. 

	UWB
	1) As a first step a number of universities conducting studies related to different aspects of operation of CRS were identified;

2) Series of discussion took place (for the Report from web-meetings please see doc. ECC(11)043;

3) One of institutions in the list: Dresden University was invited to consider clarifying the requirements for LDC to be implemented in SEAMCAT. It may be worth considering providing this in SE24 through SE24_37 in order get endorsement from SE24. 

	SE24 (WI LDC (SE24_37))
	Considering that regulatory measures for UWB are in place it is proposed to finalise actions relating to the UWB area of research. 
Outstanding issue: to check their plans regarding development of LDC module in SEAMCAT

	Wireless M2M communications

	Update of this section at the research activity page is expected from FOI (Swedish Defence Research Agency).
	SE43 (SE43_02); SRD/MG
	Monitor activity in this area.

	IMT- Advanced systems

	
	ECC PT1
	Monitor  activity in this area

	Smart metering/ smart grids
	1) Following the ECO proposal this area of research was added to the “Category 1” at the Kazan’ ECC meeting. 
2) ECO invited to make a presentation at the EUTC 2012 (http://www.eutc.org/) about frequency management framework
	SE24 (SE24_37)

SRD/MG (SRD/MG_07)
	· continue with identified previously universities;
· invite relevant contact persons from Smart metering/grids community to discuss areas of their work where closer cooperation might be of mutual benefit.


3
International EMC Symposium 2012

An ECO expert was invited to make a presentation at the Workshop on EMC in Wireless Security and Safety Applications organised at the International EMC symposium 2012 by Swedish Defence Research Agency (FOI). The presentation was made dealing with “Overview of CEPT compatibility studies between safety applications and mobile services”. Following results from CEPT deliverables have been shared with the audience: ECC Report 174 on compatibility between mobile and radar in S-band; CEPT Report 42 on compatibility between UMTS and existing and planned aeronautical systems above 960 MHz and ECC Report 128 on pseudolites. Further information has been provided regarding findings in the CEPT Report 42 as there are plans from research side to investigate an opportunity of improving service by using L-DACS (L-band Digital Aeronautical Communication System). 

The research activity page was amended by the information regarding a paper “Broadcasting service modelled by using SEAMCAT” presented at the EMC Symposium 2012. This study was carried out by the ECO experts in collaboration with the EBU Technical and BNetzA dealing with the mapping of EBU Technical and SEAMCAT results. SEAMCAT plugin “Location probability” presented providing additional functionalities to SEAMCAT from the point of view of conducting compatibility studies to assess impact on broadcasting service.

ANNEX 1
06.09.2012. Meeting with representative of Trinity College (School of Computer Science and Statistics, Dublin, Ireland (Dr. Eamonn O Nuallain))

ECO made a presentation about CEPT structure, ECC structure and working methods, ECC deliverables, ECO support to the ECC activities, development of CEPT tools. ECO also provided a session regarding SEAMCAT tool. Discussion took place on a possibility of enhancement of SEAMCAT by propagation plugins developed within Trinity College. 

Items under development in Trinity College relevant for ECC activities (mainly SE43):
Real-Time Radio Environment Mapping
Description of the task: Method of real-time propagation modelling on a Radio Environment Mapping (REM) is under development by the group of scientists. By consulting the REM server (geo-location database) in a real time when CR wishes to transmit, proper power control can be implemented by ensuring the electromagnetic footprints do not overlap significantly.

Propagation models which predict large-scale fading over path loss are used since the signal can vary by tens of dB over short distances. The Computational Electromagnetics is the chosen area of research in School of Computer Science and Statistics, in particular, Integral Equation methods. The aim is to adequately address problem of calculating service areas using the information about terrain profile.   

Actions Points:
For the Office: 

· report at the ECC Steering group and ECC on this exchange;

·  Send all necessary information to the representative of Trinity College regarding ITU-R studies on propagation modeling, SE43 Reports developed so far, contact details from Irish administration.
For Trinity College: 

· consider possibility to attend to the next SE43 meeting in order to share ideas about propagation modeling with regular attendees. 
· Provide the Office with updated contents for the research web page

For the Office and Trinity College: establish regular exchanges meeting through e-mail exchange, phone calls, web or physical meeting. 

ANNEX 2

Simula Research Laboratory, Norway (www.simula.no)
Contact point: Yan Zhang (yanzhang@simula.no)
Current research areas include cognitive radio networks, smart grid, machine-to-machine (M2M) communications. In particular, 

· suggest new architecture to employ cognitive radio in the smart grid;

· propose new smart grid communications architecture when cognitive M2M are applied in the field area networks, home area networks and neighborhood area networks;

· address unique spectrum management challenges in the cognitive radio enable smart grid communications;

· propose reliable and secure communication solutions to substantially improve the reliability of smart power grid (this research direction is supported by SmartGrids ERA-Net funded 3-year project PRO-NET. Duration: 2012-2014). 
Following papers have been developed in cooperation with other research institutions:

· Cognitive Radio based hierarchical communications infrastructure for smart grid


[image: image2.emf]CRforSG-Networks20 11.pdf


· Cognitive M2M Communications: visions and potentials for the Smart Grid:


[image: image3.emf]CM2M-Network2012. pdf
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he current centrally controlled electrical grid is a
large interconnected network that delivers electricity
from suppliers to consumers. New challenges are
emerging in the traditional power grid, such as rising


energy demand, aging infrastructure, renewable energy
sources, reliability, and security [1–4]. These challenges have
become a global concern that necessitates the traditional elec-
trical grid to evolve toward intelligence, autonomy, improved
efficiency, easy control, and high security. The smart grid is
widely considered to be the next-generation electricity grid.
The smart grid will be integrated with a variety of state-of-the-
art enabling information technologies covering the areas of
embedded sensing, broadband wireless communication, perva-
sive computing, and adaptive control, to significantly improve
the efficiency, sustainability, security, and stability of the elec-
trical grid.


An efficient and reliable communication architecture plays
a crucial role in the smart grid to establish two-way informa-
tion transmission between customers and utilities [2, 4]. Smart
meters are basic components in the smart grid, which are
capable of collecting and delivering power consumption infor-


mation to remote utilities much more efficiently than conven-
tional meters[7]. Smart meters will measure the load profile
and demand, store historical information, and act as meter-as-
gateway or meter-as-device. Smart meters/sensors/actuators
will be strategically implemented in the smart grid network.
With the help of smart meters, utilities are able to monitor
the peak load through consumer participation, and control
various appliances and industry electricity consumption for
optimal power generation and consumption. Live power con-
sumption information will be exploited to vary prices in order
to shift the peaks of usage as well as reduce cost.


Three fundamental functionalities are desirable for the com-
munications infrastructure of the smart grid: sensing, transmis-
sion, and control. Embedded sensing is carried out by a large
number of smart meters or sensors to detect the states of the
various points of the grid in a real-time manner. Two-way
transmission links should be established for data transport
between the sensors and the control centers. Control instruc-
tions are delivered from/to smart meters or sensors located in
different places to support efficient operations of the smart
grid and reliable access to grid components. To fulfill these
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Abstract
The current centrally controlled power grid is undergoing a drastic change in order
to deal with increasingly diversified challenges, including environment and infras-
tructure. The next-generation power grid, known as the smart grid, will be realized
with proactive usage of state-of-the-art technologies in the areas of sensing, commu-
nications, control, computing, and information technology. In a smart power grid,
an efficient and reliable communication architecture plays a crucial role in improv-
ing efficiency, sustainability, and stability. In this article, we first identify the funda-
mental challenges in the data communications for the smart grid and introduce the
ongoing standardization effort in the industry. Then we present an unprecedented
cognitive radio based communications architecture for the smart grid, which is
mainly motivated by the explosive data volume, diverse data traffic, and need for
QoS support. The proposed architecture is decomposed into three subareas: cogni-
tive home area network, cognitive neighborhood area network, and cognitive wide
area network, depending on the service ranges and potential applications. Finally,
we focus on dynamic spectrum access and sharing in each subarea. We also iden-
tify a very unique challenge in the smart grid, the necessity of joint resource man-
agement in the decomposed NAN and WAN geographic subareas in order to
achieve network scale performance optimization. Illustrative results indicate that the
joint NAN/WAN design is able to intelligently allocate spectra to support the com-
munication requirements in the smart grid.


Cognitive Radio Based Hierarchical
Communications Infrastructure for


Smart Grid
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purposes, the smart grid communications infrastructure has to
integrate enabling networking technologies. The smart grid is
usually deployed in a considerably large geographical field.
Accordingly, the communications infrastructure of the smart
grid has to cover the entire region with the intention to con-
nect a large set of nodes. As a consequence, the communica-
tions infrastructure is envisioned to be a multilayer structure
that extends across the whole smart grid from the home area
to the neighborhood area and the wide area (Fig. 1a). In par-


ticular, home area networks (HANs) communicate with vari-
ous smart devices to provide energy efficiency management
and demand response. Neighborhood area networks (NANs)
connect multiple HANs to local access points. Wide area net-
works (WAN) provide communication links between the
NANs and the utility systems to transfer information.


This three-layered structure of the communications net-
works provides a potential operation of the smart grid to work
economically, efficiently, reliably, and securely. However,


Figure 1. Cognitive radio based hierarchical communications architecture in the smart grid
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there are still many challenges imposed on the design of com-
munication architecture for the smart grid.


Tremendous data amount: The amount of data generated
by smart meters and intelligent sensors in the smart grid will
experience explosive growth in the next few years. According
to the recent report of SBI Research (Rockville, Maryland),
the volume of smart grid data that will have to be managed by
utilities over the next few years is going to surge from 10,780
Tbytes of new data created in 2010 to over 75,200 Tbytes in
2015 [8]. This tremendous data amount places considerable
pressure on the communications infrastructure of the smart
grid.


Energy sources: A unique characteristic of the smart grid is
the integration of distributed renewable energy sources (e.g.,
solar and wind power). In a NAN, there are two power
sources: the power from the utility and the distributed renew-
able energy. These two power sources have two essential dif-
ferences: price and availability. Balancing the usage of
different energy sources will be very important for power grid
stability, availability, and operation cost.


Highly varying traffic: There are large amounts of real-time
and archival operational data in the smart grid. The amount
of data varies tremendously during a day, so the traffic condi-
tions change rapidly. For example, solar power is a typical
kind of renewable energy source. Such renewable energy
sources are only available for a certain period of time during a
day. The switching orders of the renewable energy equipment
are transmitted dynamically according to the availability of the
renewable energy. During peak hours, the data communica-
tions requires higher data rate and more reliable services.


Interoperability: Data will flow over generation, transmis-
sion, distribution, and user networks in the smart grid. A vari-
ety of technologies will be used to set up the communication
architecture to provide enough information to the control
centers to ensure the operation of the smart grid. One of the
major problems of the multitiered topology of communica-
tions networks is interoperability among so many subnet-
works.


Quality of service (QoS): Different categories of data have
different QoS priorities in terms of transmission latency,
bandwidth, reliability, and security [6]. Information including
devices’ state, load, and power pricing should flow over the
communications network accurately, effectively, and reliably.
A higher priority and guaranteed QoS should be provided to
the meter data, while power price data used for summarizing
the monthly bill for electric usage have normal priority and
QoS.


Security: The smart grid will use computer networks for
controlling and monitoring the power infrastructures. This in
turn exposes the smart grid to outside attacks. There are
many potential threats within utilities, such as indiscretions by
employees and authorization violation [5].


Smart grid networks have to carry reliable and real-time
information to the control centers of the utilities. Due to the
unique challenges imposed on the smart grid, the existing
communications network is infeasible and cannot be applied
trivially. A revolutionary communication architecture is
urgently demanded. In this article, we propose a cognitive
radio based communication architecture for the smart grid
(Fig. 1b). Cognitive radio refers to the potentiality that wire-
less systems are context-aware and capable of reconfiguration
based on the surrounding environments and their own proper-
ties [11]. In the same frequency range, there are two coexist-
ing systems: the primary system and the secondary system.
The primary system refers to the licensed system with legacy
spectrum. This system has exclusive privilege to access the
assigned spectrum. The secondary system refers to the unli-


censed cognitive system, which can only opportunistically
access the spectrum holes that are not used by the primary
system. We call the subscriber in the primary system the pri-
mary user (PU) and the subscriber in the secondary system
the secondary user (SU). The motivations for using cognitive
radio in the smart grid are summarized as follows:


•First, the main challenge in a HAN is the increasingly
intensive radio systems. There are already several types of
radio systems operating in the 2.4 GHz license-free industrial,
scientific, and medical (ISM) frequency band (e.g., Zigbee,
Bluetooth, and WiFi). The coexistence of these systems could
generate significant interference with each other. Besides,
domestic appliances (e.g., microwave ovens) may leak strong
electromagnetic waves. As a consequence, the spectrum in a
HAN is becoming dramatically crowded and contaminated.
Smart grid meters in a HAN usually operate in the 2.4 GHz
ISM band for economic reasons. The severe interference and
keen competition over the limited ISM band will definitely
endanger reliable smart grid communications. It is beneficial
to introduce cognitive radio technology in HANs. Based on
the parameter-adaptive capacity of cognitive radio, the inter-
ference among different radio systems could be considerably
reduced by intelligent transmission scheduling and power
coordination.


•Second, the generated energy-related data will be up to
tens of thousands of terabytes in the near future. This poses a
significant challenge for any existing communication network
as well as the future smart grid network to collect, transmit,
and store such large-scale data. The usage of cognitive radio
in the smart grid potentially improves spectrum utilization and
communication capacity to support large-scale data transmis-
sions.


•Third, the smart grid communications architecture shall
cover home areas, neighborhood areas, and wide areas. Con-
sequently, it is an essentially heterogeneous network with a
number of complementary technologies, which needs intelli-
gent devices/terminals to manage the communications within
each subarea and the communications between different ser-
vice ranges. For the convergence of the heterogeneous net-
work, smart grid devices should be equipped with cognitive
radio functionality to enable hardware reconfigurability and
context awareness.


By leveraging cognitive radio technology, the proposed
communications infrastructure promises to utilize potentially
all available spectrum resources in the smart grid. The radio
agility allows the smart grid devices to sense the unused spec-
trum opportunities in the surroundings and utilize them sub-
ject to interference constraints. Dynamic spectrum access
enabled by cognitive radio technology is adopted by the smart
grid to exploit the underutilized frequencies in an opportunis-
tic manner [11]. As a consequence, the flexibility, efficiency,
and reliability are significantly enhanced in a cognitive radio
based smart grid network.


This article presents key issues and solutions to cognitive
radio based communications infrastructure for the smart grid,
including the architecture, the Zigbee standardization activity,
dynamic spectrum access, and sharing in HAN, NAN, and
WAN as well as joint NAN/WAN scenarios. The next illus-
trates the network architecture, which is decomposed into
three complimentary subnetworks: home areas, neighborhood
areas, and wide areas. We next focus on spectrum manage-
ment and sharing in each area, and then present the spectrum
access in joint NAN/WAN subareas. Illustrative results indi-
cate that the joint NAN/WAN design is able to intelligently
allocate spectra to support the data communication require-
ments in the smart grid. The conclusion of the article is pre-
sented last.
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The Proposed Cognitive Radio Based
Communication Architecture


Figure 1b shows the proposed communication architecture
based on cognitive radio for the smart grid. The communica-
tion architecture adopts the three-tiered hierarchical struc-
ture, including HAN, NAN, and WAN. Being different from
the traditional architectures in the literature, the proposed
architecture heavily leverages cognitive radio technology to
enable the communications infrastructure more economically,
flexibly, efficiently, and reliably. On one hand, cognitive com-
munications that operate in the license-free bands are applied
in the HAN to coordinate the heterogeneous wireless tech-
nologies; on the other hand, cognitive communications that
operate in the licensed band are applied in the NAN and
WAN to dynamically access the unoccupied spectrum oppor-
tunities. Table 1 summarizes the features and techniques in
the three subareas. We explain the principles, key challenges,
and potential solutions of the cognitive communications in the
three subareas.


Cognitive Communications in Home Area Networks
The HAN is a fundamental component that enables two-way
communications to provide demand response management
services in the smart grid. The HAN provides real-time smart
meter power data and load information from the user side to
the utility center controls, and also provides dynamic electrici-
ty pricing information in the inverse direction. There are two
necessary functionalities in the HAN: commissioning and con-
trol. Commissioning is specified to identify new devices and
manage the joining/forming of the self-organizing network.
Control is used to maintain the communication link between
devices and ensure interoperability within the smart grid net-
work.


Topology — Figure 2 shows the topology of a cognitive
HAN. The HAN consists of a cognitive home gateway
(HGW), smart meters, sensors, actuators, and other intelli-
gent devices. A networked smart meter system is a typical
instance in a HAN to offer an energy-efficient and reliable
next-generation power grid. The presented HAN uses a star


topology with either wired technologies (e.g., power line
communications) or different wireless technologies (e.g.,
Zigbee, Bluetooth, and WiFi). Consequently, HAN is an
essentially heterogeneous network with a number of comple-
mentary technologies, which calls for a very flexible service
gateway to manage the communications within the HAN and
the communications between different HANs in a NAN ser-
vice range [10].


Standardization Activity — Zigbee recently defined an applica-
tion layer standard for smart energy for HANs with the inten-
tion of low-cost devices and low energy use [9]. In general,
Zigbee is characterized by low rate, low power, and short-
range transmissions. Zigbee operates by the IEEE 802.15.4
radio specification.


The smart energy profile provides communications primari-
ly related to efficiency, cost, messaging, and usage. The profile
intends to support a diversity of devices, including in-home
display, programmable communicating thermostat, load con-
trol devices (e.g., pool pumps, water heaters, appliances), and
plug-in vehicles. Messaging is a key component in the profile
in order to support different functionalities, in particular mul-
tiple urgency levels, security, registration, device definition,
and initialization.
• From the utility companies’ point of view, ZigBee smart


energy is able to offer a standards-based technology for
implementing secure and cost-efficient HANs.


• From the customer perspective, they can choose interopera-
ble devices from different manufacturers and monitor the
energy consumption in real time, which will provide precise
information to help reduce power consumption.


• For the regulation organizations, Zigbee smart energy offers
a global open standard technology and eases the specifica-
tions of various rules. Furthermore, the Zigbee smart ener-
gy profile helps implement advanced smart meters and
develop new demand response management to facilitate
greener smart grids.


Dynamic Spec t rum Shar ing in  Cogni t i ve  HANs — To
autonomously adapt to different radio technologies in the
HAN, the HGW shall have self-configuration or advanced
cognition capability. In this sense, the HGW is able to intel-
ligently interact with the radio surroundings, adaptively con-
nect, and change their transmitters’ parameters. The radio
agility capacity in the HGW is able to sense unused fre-
quencies in the surroundings and can utilize them subject to
interference constraints. In addition, the HGW will connect
to the HAN, which in turn will connect to external networks
(e.g., the Internet, NAN, or a utility). The HGW enables
two-way communications in the HAN. In the forward direc-
tion, theHGW periodically collects power-related data (e.g.
metered data, sensed data, and load and control informa-
tion) from various machines/devices/terminals within the
HAN, and then transfers the collected data outside of the
NAN. In the opposite direction, the HGW acts as a central
node within the cognitive NAN to receive data (e.g., pricing,
demand response) from the NAN and then distribute the
received data to the smart meters or display to the cus-
tomers.


Within a HAN, the HGW manages the license-free spec-
trum bands to provide optimal data rate with low interference.
An efficient solution to spectrum sharing among networked
smart meters is necessary. Apart from spectrum sharing man-
agement, the HGW enables other devices and sensors to join
the network, assigns channel and network addresses to each
device, and coordinates the communications between the
devices within the HAN.


Figure 2. Home area network (HAN) architecture.
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Cognitive Communications in Neighborhood Area
Networks
Topology — In smart grid applications, the NANs will collect
energy consumption information from households in a neigh-
borhood and deliver the information to a utility company
through either open or private WANs. NANs typically com-
prise multiple utility meters, each of which is installed on or
outside of a house. In the proposed cognitive communication
architecture, a NAN is the next immediate tier of a HAN. In
a NAN, a cognitive gateway (NGW) connects several HGWs
from multiple HANs together, as shown in Fig. 1b. The
HGWs are the data access points of the HANs to the outside
NAN, and they also act as the cognitive nodes located in the
NAN. The HGWs communicate with the NGW in licensed
band using cognitive radio technology to save the cost of buy-
ing spectrum band. From the cognitive radio technology point
of view, the NGW can be considered as the cognitive radio
access point to provide single-hop connection with HGWs in a
hybrid access manner. The NGW manages the access of the
HGWs and distributes spectrum bands to them.


Hybrid Dynamic Spectrum Access — In a cognitive radio based
NAN, a novel hybrid dynamic spectrum access (H-DSA)
paradigm is proposed to improve the spectrum efficiency.
Some licensed spectrum bands are leased/bought from a
telecommunication operator, and these bands are used as
licensed access for the HGWs to ensure the QoS of data com-
munications. The NGW distributes these licensed bands to
the HGWs according to the transmission demand. However,
licensed spectrum bands are not enough to meet the large
amount of data in the smart grid. Unlicensed access is also
needed for the HGWs to improve the capacity and through-
put of the NAN. In unlicensed access, the HGWs and NGW
could be considered SUs, and the communications link
between them is set up in the unoccupied spectrum bands in
an opportunistic manner. In this way, the connection between
HGWs and an NGW is built up in a cost-effective way, and
the information could be transferred between HAN and NAN
in a hybrid access manner.


Cognitive Communications in Wide Area Networks
Figure 3 shows that multiple NANs constitute a WAN, and
each NAN exchanges information with the utility control cen-
ter through the WAN. In the WAN, each NGW is no longer
an access point, but a cognitive node with the capability to
communicate with the control center through frequency space
unused by a licensed PU. The control center is connected with
cognitive radio base stations that are dispersed over a large
area (e.g., a city). In conjunction with the control center, there
is a spectrum broker that plays an important role in sharing
the spectrum resources among different NANs to enable
coexistence of multiple NANs. The cognitive radio base sta-


tions manage the communications of the NGW. In a large
geographical distribution of NANs, several NGWs may not be
within the geographic area covered by base stations. These
NGWs have to communicate in an ad hoc mode to share
unoccupied spectrum bands by themselves.


To improve the spectrum efficiency and reduce the cost of
buying spectrum bands, licensed and unlicensed access
modes are intelligently scheduled and seamlessly switched.
The smart grid user (or service) is not aware of the actual
access mode it is using. A spectrum broker is deliberately
deployed to manage the licensed spectrum sharing between
different NANs. With consideration of the real-time change
in the amount of data in the network, the spectrum broker
should respond quickly to the varying channel capacity and
distribute the licensed bands in an efficient manner to meet
the data transmission requirements. If a WAN covers a large
service area, several NANs may share the same spectrum
bands without causing interference to each other. In particu-
lar, Fig. 3 shows a scenario in which there are three NANs in
the WAN, and 10 spectrum bands are bought from the
telecommunication operator. According to the different
demands of data throughput, the spectrum broker may dis-
tribute four bands to NAN1 and six bands to NAN2. Since
NAN1 and NAN3 are far from each other, the spectrum
broker will distribute four bands to NAN3, which is the same
as distributed to NAN1.


Cross-Layer Spectrum Sharing in HAN
Smart meters and intelligent sensors and actuators in home
areas are networked for information collection and delivery to
constitute the HAN of the smart grid. As mentioned before,
different wireless technologies may be adopted by various
meters/sensors/actuators, and hence coexist in a HAN. The
spectral overlay between these wireless systems may cause
severe interference to each other and deteriorate system
capacity. Thus, cognitive spectrum sharing is necessary to
coordinate the spectrum access of the heterogeneous wireless
systems. Here, an HGW-assisted cross-layer cognitive spec-
trum sharing mechanism is proposed.


The mechanism has two main components: the spectrum
access controller and power coordinator, which operate at the
medium access control (MAC) and physical (PHY) layers,
respectively. Each wireless node in a HAN is allowed to
access the spectrum only if it is permitted by the access con-
troller. The power coordinator helps in the realization of a
non-cooperative game among the wireless nodes to adapt
their transmitting power.


Power Coordination
Consider a HAN with I wireless nodes (e.g., smart meters,
sensors, or actuators) intending to transmit data. The achiev-
able rate of the ith node is given by Shannon’s formula,


Table 1. Summary of the proposed cognitive-radio-based hierarchical communications infrastructure for the smart grid.


Cognitive area
networks Home area network (HAN) Neighborhood area network (NAN) Wide area network (WAN)


Spectrum band Unlicensed band Licensed band Licensed band


Network topology Centralized/decentralized Centralized Centralized


Network users Smart meters/sensors/acuators, HGW HGWs, NGW NGWs, spectrum broker


Featured strategy Cross-layer spectrum sharing Hybrid dynamic spectrum access Optimal spectrum leasing


Key techniques Access control, power coordination Guard channel, spectrum handoff Join spectrum management
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(1)


where Bi is the channel bandwidth, and pi(f) and N0 are
the power spectral density (PSD) function of system i
and noise in receivers, respectively. The average power
of the ith system is constrained by Pi. The utility func-
tion of the ith node is defined by


(2)


where αi is a constant with the ith node. The problem of
transmitting power coordination among wireless nodes
in a HAN can be formulated as a non-cooperative game,
in which the main ingredients are defined as follows:
• Player: Each wireless node (e.g., a smart meter, sen-


sor, or actuator) is an individual player in the game.
• Action: Each player will take an action of adjusting


its transmitting power level according to that of the
others.


• Utility: The utility for each player is defined by Eq. 2,
which quantitatively reflects the player’s demand to
find a satisfying trade-off between transmitting rate
and energy consumption.


Spectrum Access Control
Within the HAN, the cognitive HGW manages the
spectrum bands allocation and sharing to provide opti-
mal data rate with low interference. The spectrum
access controller aims to guarantee the QoS of all in-service
wireless nodes (i.e., players) by controlling the number of new
players. If the presence of a new player significantly degrades
the achievable rate of one or more existing players, the new
player shall be blocked. Figure 4 shows four phases in the
spectrum access control:
• Phase 1: The access control procedure is launched by the


new player that sends an access request to the HGW.
• Phase 2: The access controller passes the profile of the new


player to the power coordinator. The profile contains the
information of the specific parameters of the utility func-
tion and the PSD function of the new players.


• Phase 3: The power coordinator invokes the game theoretic
framework discussed earlier to analyze and obtain the opti-
mal power control of all players (including the new one).
The resulting power control and achievable rate are fed
back to the access controller.


• Phase 4: If one or more players reach an undesirable rate,
the new player is denied; otherwise, it is admitted. The
access controller informs the new player of the
admission/rejection decision, and all the players about
whether to update the transmitting power. Denied players
may retry to access later.


Hybrid Dynamic Spectrum Access in NANs
In a NAN, an H-DSA strategy is proposed to significantly
improve the flexibility of communications infrastructure and
spectrum efficiency. Of all the spectrum bands of a NAN,
some are leased and licensed from the telecommunication
operator (i.e., the primary system), while the rest are used in
an opportunistic/unlicensed manner. The NGW is responsible
for allocating the spectrum bands to the HGWs within its
area. The HGWs being allocated with unlicensed bands act as
SUs. An in-service SU has to hand off to a spectrum hole
once a PU appears and occupies its spectrum band. If there is
no spectrum hole available to which to hand off, the SU will


be dropped. For improving the QoS of SU transmissions in H-
DSA, QoS-aware policies should be used.


Hybrid Guard Channel Strategy
In cognitive radio networks, the dynamic nature of spectrum
availability causes a significant difficulty in stable and guaran-
teed QoS provisioning. The guard channel (GC) strategy is a
classical but very effective approach to protect the ongoing ser-
vices and maintain their QoS at a satisfactory level. In the GC
strategy, a number of channels are reserved for handoff traffic.
New services are not allowed to use the reserved channels.


By extending the key idea of the GC strategy, a hybrid GC
(HGC) strategy is proposed here for cognitive NANs. The new
feature of the HGC strategy is that both the licensed and unli-
censed bands reserve a certain number of channels for the usage
of spectrum handoff. Essentially, there are four types of channels
in H-DSA: licensed GCs, unlicensed GCs, licensed common chan-
nels, and unlicensed common channels. The licensed GCs offer
guaranteed reservation for handoff services, while the unlicensed
GCs extend the opportunities for handoff services in a more
resilient and efficient manner. The licensed/unlicensed common
channels could be used by both new and handoff services.


We consider a NAN with a total of N channels. Let N l
G,


N u
G, N l


C, and N u
C denote the number of licensed and unli-


censed GCs, and licensed and unlicensed common channels,
respectively. Let NP and NS denote the number of existing PU
and smart grid NAN services. The main operations of our
HGC strategy are explained as follows:
• A new service is allowed to access the network if NP + NS


< Nl
C + N u


C; otherwise, it should be blocked.
• The admitted new service is allocated with a licensed com-


mon channel if NS < N u
G; otherwise, it is allocated with an


unlicensed common channel.
• The licensed and unlicensed GCs are only reserved for the


usage of spectrum handoff. However, the licensed and unli-
censed common channels could be used by new flows and
handoff flows as well.
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Figure 3. Wide area network (WAN) architecture.
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Spectrum Handoff Strategy


In a cognitive NAN, a spectrum handoff strategy is crucial to
maintain the continuity and improve the resilience of the
communications. An SU has to perform spectrum handoff
promptly upon PU arrival. Here, the PUs can be licensed
users of any telecommunications operator or TV band opera-
tor. There are two kinds of GCs in H-DSA. A fair spectrum
handoff strategy is introduced to coordinate the spectrum
handoff and facilitate the spectrum management in NANs.
The strategy consists of the following important rules:
• If there are idle licensed or unlicensed common channels,


handoff users should shift to the common channels instead
of the GCs.


• If there is no common channel available but licensed GC(s),
the fair approach is to allocate the licensed GCs to the hand-
off users following the first come first served (FCFS) rule.


• Once there is a vacancy in the licensed or unlicensed com-
mon channels due to the departure of a PU or smart grid
user, one of the handoff users that is already occupying a
GC has to switch back to the common channel. As a conse-
quence, the GC could be recovered for further usage.
In a cognitive NAN, the NGW takes responsibility for coor-


dinating the licensed and unlicensed spectrum access, dynami-
cally adapting the HGC strategy and spectrum handoff
strategy such that the H-DSA scheme operates in a low-cost
and high-efficiency way. Let Pd and Pb denote the dropping
probability and blocking probability, respectively. The NGW
manages the NAN to optimize the system performance under


the constraint of the spectrum leasing cost. Given the number
of leased channels, NL, and the requirement on Pb, the opti-
mization problem can be formulated as


min Pd
s.t.  Pb (Nl


G, Nu
G, Nl


C, N u
C) ≤ P0


b
Nl


G + Nl
C = NL (3)


Nl
G + Nu


G + Nl
C + N u


C = N.


A discrete gradient descent algorithm can be employed to
search for the solution to the optimization problem.


Figure 5 compares the performance of the proposed cogni-
tive communications infrastructure with a traditional commu-
nications infrastructure without cognition capability in a
NAN. We observe that the proposed scheme apparently out-
performs the traditional scheme by significantly reducing the
dropping probability. When the budget of the utility company
is relatively low, leading to a small number of leased chan-
nels, the traditional solution is not able to afford large traffic
load, and the QoS constraint Pb is violated. Instead, our pro-
posed infrastructure is still able to provide a satisfactory per-
formance with much lower dropping probability. The result is
expectable because the proposed communications infrastruc-
ture employs the H-DSA scheme instead of the traditional
fixed access scheme. Considerable unused spectrum opportu-
nities are utilized; hence, the system performance is clearly
improved.


Joint WAN/NAN Spectrum Management
At the WAN level, there is a spectrum broker/server to man-
age the spectrum resources of the entire communications
infrastructure of the smart grid. From the perspective of the
utility companies, the communications infrastructure should
operate economically, efficiently, and adaptively. The spec-
trum management of theWAN and NANs should be jointly
optimized for the following main reasons:
• In most situations, all the NANs in the same WAN operate


in the same range of spectrum bands. There are underlying
competitions on spectrum resource among the NANs,
which need overall coordination.


• Different NANs have diverse demands on the amount of
spectrum bands, due to the difference in the total number
of HANs and traffic flows of HANs caused by the diversity
in quantity and category of smart meters/sensors/actuators.


• The demand on spectrum bands of each NAN varies from
each other. This fact gives rise to the joint NAN/WAN
spectrum management.
We consider a WAN with K NANs. Let N l


G,k, Nu
G,k, N l


C,k,
and N u


C,k denote the number of licensed and unlicensed GCs,
and licensed and unlicensed common channels of the kth
NAN. Let Pd,k, Pb,k denote the dropping probability and
blocking probability of the kth NAN, and Nk the number of
allocated total channels of the kth NAN. The joint WAN/NAN
spectrum management could be formulated as the following
optimization problem:


(4)


min max , ,, , ,
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Figure 4. HGW-assisted cross-layer spectrum sharing in a HAN.
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The optimization demonstrates the constraints within NANs
and WAN, and their interaction. The target is to find the opti-
mal spectrum allocation scheme with parametric tuples {Nk,
Nl


G,k, Nu
G,k, N l


C,k, Nu
C,k} for all NANs.


Figure 6 shows the performance gain of the proposed cog-
nitive communications infrastructure at the WAN level. For
the sake of illustration, we consider the scenario with one
WAN and two NANs. For the traditional scheme, a fixed
spectrum allocation strategy is used in the WAN, and spec-
trum resources are managed independently in each NAN. It is
observed that the proposed scheme achieves much lower
dropping probability than the traditional solution. By using
joint NAN/WAN spectrum management, the cognitive infras-
tructure is aware of the diversity of traffic load in different
NANs, and consequently is able to intelligently allocate the
spectrum bands. As a consequence, spectrum resources (both
licensed and unlicensed) are utilized in a highly efficient man-
ner.


Conclusion and Future Work
In this article, we first identify the fundamental challenges in
the design of a communications architecture for the smart
grid. Then we present the cognitive radio based communica-
tions architecture for the smart grid, which consists of three
layers: HAN, NAN, and WAN. Different solutions are pro-
posed to address the dynamic spectrum access and sharing in
each subarea, including cross-layer spectrum sharing in the
HAN, hybrid spectrum access in the NAN, and joint
NAN/WAN spectrum management. Illustrative results indi-
cate that the joint NAN/WAN design is able to intelligently
allocate spectra and that the proposed infrastructure signifi-
cantly improves the performance of the system.


The proposed architecture and solutions have yielded sig-
nificant results and momentum for further developments. Sev-
eral challenges lie ahead before the cognitive radio based
communications infrastructure for the smart grid can be
deployed. The spectrum regulations should be specified in the
new communications paradigm in the smart grid. Different
spectrum management schemes have been investigated in dif-
ferent subareas. Reliability-driven solutions need further con-
sideration in the mission-critical smart power grid. Privacy is
an interesting research topic in order to protect customers’
energy usage data and patterns. Cooperative relay techniques
[12] may be incorporated into the communications infrastruc-
ture for QoS enhancement.
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he dramatic penetration of wireless communications,
embedded intelligence, and Internet technologies has
significantly changed our daily lives. Nowadays, peo-
ple are allowed to conveniently exchange voice,


audio, video, emails and photos with anyone, anytime and
anyplace with any terminals, machines or devices. In addition
to the traditional human-to-human (H2H) communication,
new aspects and use of machine-to-machine (M2M) commu-
nications are drawing overwhelming attention in both the
academia and the industry.


M2M communications are characterized by fully automatic
data generation, exchange, processing and actuation among
intelligent machines, without or with low intervention of
humans [1]. Low human intervention requires self-x capabili-
ties, including self-organization, self-configuration, self-man-
agement, and self-healing. A large number of machines with
diverse functionalities are autonomously organized to consti-
tute an M2M network. An M2M network interconnected to
the Internet and deployed in the physical world for sensing
and controlling purposes describes a picture of the Internet of
Things (IoT). In the near future, M2M networks are envi-
sioned to be widely utilized in many fields of pervasive appli-
cations, including industrial and agricultural automation,
healthcare, transport systems, electricity grids, etc.


In many M2M communications applications, machines are
expected to be low cost, so that they can be easily embedded in
real fields and extensively deployed in a large scale. The
machine hardware constraints and the application-driven
demands pose a number of unique challenges in realizing seam-
lessly connected, efficient, and reliable M2M communication.
Some of the key challenges include machines heterogeneity,


resource constraints, and Quality-of-Service (QoS) support. To
tackle these issues, we will propose a new communication
paradigm Cognitive M2M (CM2M) to enhance the flexibility,
efficiency and reliability of M2M communications. Cognitive
radio enabled machines are able to sense and utilize unused
frequency bands in their surroundings. Cognitive radio utilizes
the potential that wireless systems have when they are context-
aware and capable of reconfiguration based on their environ-
ments and their own properties [2, 3]. In the same frequency
range, there are usually two coexisting systems: the primary sys-
tem and the secondary M2M system. The primary system refers
to the licensed system using a legacy spectrum. This system has
the exclusive right to access the assigned spectrum. The sec-
ondary M2M system refers to the unlicensed cognitive M2M
system and can only opportunistically access the spectrum holes
which are not used by the primary system, e.g., TV broadcast
systems [4]. By adding a new cognition dimension, CM2M is
intelligent and adaptable and has much more potential than
conventional M2M. For instance, CM2M can exploit unlicensed
radio resources such that the notorious spectrum congestion
problems in traditional M2M can be largely eliminated.


In this article, we will present our visions on CM2M communi-
cations, and study its potentials in the smart grid. We first identi-
fy the motivations in exploiting cognitive radio technology in
M2M communications from different aspects, including techni-
cal, applications, industry support, and standardization perspec-
tives. Then, the CM2M network architecture and our machine
model are presented. A unique issue concerning how CM2M
communication can co-exist in TV white spaces is identified and
discussed. After that, a CM2M communications architecture for
the smart grid is presented, for which we also propose an energy-
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Abstract
Based upon cognitive radio technology, we propose a new Machine-to-Machine
(M2M) communications paradigm, namely Cognitive M2M (CM2M) communica-
tion. We first motivate the use of cognitive radio technology in M2M communica-
tions from different point of views, including technical, applications, industry
support, and standardization perspectives. Then, our CM2M network architecture
and cognitive machine model are presented and the CM2M systems coexistence in
TV white spaces is discussed. After that, a CM2M communications architecture for
the smart grid is presented, for which we also propose an energy-efficiency driven
spectrum discovery scheme. Numerical results demonstrate significant energy sav-
ing and the reliability in supporting data transmissions in the smart grid.


Cognitive Machine-to-Machine
Communications:


Visions and Potentials for the Smart Grid
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efficiency driven spectrum discovery scheme. An illustrative
example is presented to demonstrate the significant energy sav-
ing for the smart grid. The conclusion is presented.


Why Cognitive Radio in M2M?
There are several motivations in using cognitive radio in M2M
communications. These motivations are categorized into tech-
nical challenges and opportunities, applications, industrial
support, feasibility, and standardization activities in interna-
tional organizations. 


Technical Perspective
We present four key technical challenges in M2M as well as
motivations in promoting CM2M: massive number of machines,
green requirement, interference, and machine heterogeneity. 


Massive Number of Machines — One of the most revolution-
ary applications of cognitive radio is to address spectrum
scarcity issue in wireless communications. Eliminating spec-
trum congestion is one of the primary reasons for applying
cognitive radio in M2M communications. The main challenge
in M2M communications is the ever increasing number of
machines. This poses a significant challenge for any existing
communication network. Cognitive radio supports large-scale
data transmission by utilizing larger parts of the spectrum. 


Green Requirement — A machine is a low-cost and low-power
device, which is designed to work for several years without
battery replacement. In this case, energy saving is extremely
important by optimizing M2M nodes’ sensing and processing,
and ultimately prolong the lifetime of the whole M2M com-
munications network. Cognitive radio has been demonstrated
to be green [3]. Cognitive machines in a secondary network
are capable of adaptively adjusting their transmission power
levels based on the operating environments, without interfer-
ing with the primary network and at the same time not caus-
ing spectrum pollution. Such intrinsic context-aware and


adaptable functionality make cognitive radio a key enabler for
the future generations environment-friendly radio systems. 


Interference — There is increasingly intensive interference in
M2M communications, including the internal wireless signal
inference among unlicensed systems operating in the ISM fre-
quency band, and the external electromagnetic interference from
electronic equipments in industrial settings. The performance of
M2M communications may be seriously degraded due to such
self-existing and co-existing interference. By leveraging the soft-
ware-reconfigurability of cognitive radios, machines are able to
rapidly switch among different wireless modes, and hence poten-
tially be allowed to dramatically reduce or even avoid the inter-
ference with other machines or the external radio environment.


Machine Heterogeneity — An M2M network generally comprises a
large number of different machines as well as diverse services,
which may cause significant diversity in network protocols and
data formats. The cognition ability is beneficial for M2M commu-
nications to deal with the machine and protocol heterogeneity. An
M2M network will be more efficient and flexible if all machines
are smart enough to communicate with the others freely.


Applications Perspective
Many applications greatly benefit from the added functionali-
ty and performance offered by the combination of cognitive
radio and M2M communications. Figure 1 shows the variety
of applications of CM2M.


Home Multimedia Distribution and Sharing — Home networks are
rapidly developing to include a large diversity of devices,
machines and terminals, including mobile phones, personal
computers, TVs, speakers, and other electronic appliances. With
the dramatic penetration of embedded devices, M2M communi-
cations will become a dominant communication paradigm in
home networks. In home M2M networks, multimedia distribu-
tion and sharing is a main application and service, in which the
radio resources are always a challenge. For instance, for TV ser-


Figure 1. Applications of CM2M communications.
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vices, SDTV and HDTV have the rate 9–12 Mb/s and 9–30
Mb/s, respectively. For audio services, SD audio for CD quality
and HD audio for Dolby quality will be up to 160 kb/s and
about 3 Mb/s, respectively. Traditionally, home networks mainly
use the ISM band, which is becoming dramatically crowded. The
inherent advantages of cognitive radio which enables dynamic
access to additional spectrum, e.g., in TV bands, make CM2M
for multimedia distribution and sharing very encouraging.


Intelligent Transportation Systems — The future Intelligent
Transportation Systems (ITS) is envisioned to automatically
and seamlessly interconnect all objects, where M2M will play
an important role in connecting cars, busses, traffic lights,
trams, roads with embedded sensors, and emergency crews.
The Dedicated Short Range Communications (DSRC) band
has been allocated in the USA at 5.9 GHz for Vehicle-to-
Roadside (V2R) and Vehicle-to-Vehicle (V2V) communica-
tions, which are two typical M2M communications scenarios in
ITS. However, only a part of this spectrum band is available in
Europe. In addition, the DSRC spectrum is envisioned to
become increasingly congested, in particular when the density
of the vehicles increases [5]. For V2V and V2Rcommunica-
tions, dynamic spectrum sharing between DSRC radios and
the roadside access points can potentially improve the commu-
nication efficiency as well as the spectrum utilization. Intelli-
gent roads are another innovation in using CM2M in ITS. The
future intelligent road is cognitive in the sense that it can lis-
ten, sense, think, and act. Such cognition capability is enabled
by intelligent sensors on the road surface, information process-
ing, and communications devices on the road, which makes all
roads interconnected. This will make all players in the trans-
port sectors intelligent and interconnected such that road traf-
fic efficiency and safety will be significantly improved.


eHealthcare — In a typical patient remote monitoring applica-
tion, a patient is staying at home with medical body sensors
that continuously monitor the body conditions and transmit
the collected data to a medical instrument. Meanwhile, the
collected data is also transmitted to a flexible gateway, which
is connected to a hospital server through the Internet [6]. In
this situation, the doctor in the hospital can remotely monitor
the patient’s health condition on a real-time basis. To ensure
the persistent pervasive monitoring, sensor nodes should oper-
ate in a low-power mode to prolong the lifetime of the net-
work. To fulfill end-to-end transmissions, eHealthcare
applications usually involve interconnection of hybrid net-
works and they may transmit heterogeneous traffics in a green
manner. In addition, body area networks could be extended to
transmit voice and pictures or video of body areas. It is envi-
sioned that CM2M will be very important to tackle scarce
radio resources, network heterogeneity, and green issues.


Smart Power Grid — Networked smart meters and advanced
metering infrastructure are enabled by M2M communications
in the smart grid [7, 8]. It is estimated that the amount of gen-
erated energy-related data will be up to tens of thousands of
terabytes in the near future [9]. This poses a significant chal-
lenge for any existing communication network as well as the
future smart grid network. The usage of cognitive radio in the
smart grid potentially improves spectrum utilization and com-
munication capacities to support large scale data transmis-
sions. In addition, for smart meters that has relatively low
data volumes, CM2M has the advantages of saving energy
consumption to enable greener power grids [3]. Wind farm
area networks are normally deployed in remote areas, where
there are plenty of TV white spaces. CM2M over TV white
spaces becomes an ideal choice in this scenario. We will dis-


cuss in detail the architectures and the potentials in using
CM2M for the smart grid in Section IV.


Last but not least, there are also other promising applica-
tions where CM2M may significantly improve system perfor-
mance and adaptability, including urban broadband services,
rural broadband services, land security, video surveillance, and
civil infrastructure.


Industry Perspective
In the telecommunication industry, there are very active
efforts in developing cognitive radio enabled M2M communi-
cations, in particular M2M over TV white spaces (TVWS).
Here, TV white spaces refer to unused spectrum bands in the
TV bands. Spectrum Bridge (http://spectrumbridge.com/) has
developed, and is currently trialing, a TV white spaces geo-
location database, and is also developing products over TV
white spaces, which enables both private an enterprise users
to seamlessly roam between different networks without having
to reconfigure devices. Neul (http://www.neul.com) has devel-
oped M2M communications networked solutions over TV
white spaces. In a number of trials around the world, Neul is
demonstrating smart city concepts such as managing the
urban infrastructure, smart metering applications, and trans-
port telematics. British Telecom (http://www.bt.com) is
researching the exploitation of TV white spaces as an option
to provide broadband access to rural communities in the UK.


Standardization Perspective
IEEE 802.22 is historically the first standard dedicated to cog-
nitive radio technology. The initiative is designed to support
high-bandwidth and high-power terminals for long-distance
communications. Machines in this scenario refer to mobile
broadband terminals in rural environments. For low-power
M2M, many standards forums and organizations have actively
engaged in M2M standard development, including Third-Gen-
eration Partnership Project (3GPP), IEEE, 3GPP2, and Euro-
pean Telecommunications Standards Institute (ETSI). There
are standardization activities in cognitive radio technology in
different application domains, in which M2M communications
may play an important role and have very promising future use.


IEEE 802.15.4: Zigbee (http://www.zigbee.org/) recently
defined an application layer standard for smart energy with the
intention of low-cost devices and low energy use. The smart
energy profile provides communications primarily related to
efficiency, cost, messaging, and usage. The profile intends to
support a diversity of devices, including in-home displays, pro-
grammable communicating thermostats, load control devices
(e.g., pool pumps, water heaters, appliances), and plug-in vehi-
cles. The Zigbee smart energy profile helps implement
advanced smart meters and develop new demand response
management systems to facilitate greener smart grids.


IEEE 802.11ah and IEEE 802.11af: The IEEE 802.11ah is a
task group in the IEEE 802.11 wireless local area networks
working group. It intends to enhance physical (PHY) and
medium access control (MAC) designs to operate in the
license-exempt bands below 1GHz. IEEE 802.11af is a task
group in the IEEE 802.11 wireless local area networks work-
ing group. It is based on cognitive radio for operation in the
TV White Spaces. Several typical applications of such CM2M
include home networks, industrial process automation, video
surveillance, and smart grid communications.


M2M over TV White Spaces: M2M over TV White Spaces
is very promising. TV white spaces are locally unused portions
of frequency bands in the UHF (and also VHF in the United
States) which could be used by unlicensed cognitive radios pro-
vided their operation does not cause interference to primary
systems in these bands [4]. TVWS can provide at least 3 times
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the range compared to the 2.4GHz
and 5GHz ISM bands using similar
or less transmit power. It is well-
known that signals in TVWS can
penetrate much better through walls
and buildings than 2.4GHz and
5GHz bands. TVWS is attractive to
mobile operators as a license-
exempt addition to their licensed
4G spectrum, e.g., for mobile data
offloading and rural broadband.


The CogNeA alliance is intensive-
ly considering opportunistic use of
frequency bands and has developed
a TVWS standard ECMA392
(http://www.ecma-international.org/).
ECMA392 specifies a MAC layer
and a PHY layer for personal or
portable cognitive wireless networks
operating in the TV bands. The stan-
dard can be applied in both sensing-
based approaches or when querying
geo-location frequency band
databases. The standard is designed
for home network HDTV streaming,
video streaming and internet access
on personal and portable electronics,
computers and peripherals. Weight-
less is a stand-alone body with the
purpose of developing the standard specifically for M2M com-
munications in the TV white spaces spectrum.


Feasibility Perspective
One concern in exploiting cognitive radio in machines is that
cognitive radio functionalities are considered as complex and
expensive while M2M devices are supposed to be low-cost in
general. With the fast advances of microelectronics and signal
processing algorithms, the machines are becoming increasingly
cost-efficient devices to perform new spectrum-oriented oper-
ations and find the spectrum quickly and accurately. Further-
more, in a practical network, machines are not supposed to be
fully cognitive to perform in all frequencies. For instance,
machines that work in the TVWS are only required to operate
adaptively in this specific frequency range, which will largely
reduce the cost. Finally, not all M2M devices are enabled by
cognitive radio in a network. Those devices that have higher
capability can serve as cognitive machines and transmit longer
distance and perform more complicated tasks.


Cognitive M2M Architecture and Models
Figure 2 shows the proposed CM2M network architecture.
The network components are divided into two main parts: the
primary network and the secondary M2M network. In a
CM2M network, cognitive machines coexist with primary
users and opportunistically utilize the spectrum.


CM2M Network Architecture
Primary network: The primary network refers to the exist-


ing licensed wireless network. Although possibly coexisting
with a CM2M network, the primary network has the exclusive
right to access the licensed spectrum. In the primary network,
primary users refer to users who are allowed to regularly
access this network. Typical primary users are mobile termi-
nals in cellular networks (e.g., 2G/3G/LTE) or TVs in TV
broadcasting networks [4]. A Primary Base Station (BS) refers
to a BS that is the central component in the primary network.


CM2M secondary network: A CM2M network may coexists
with a primary network. Generally, a CM2M network is only
allowed to access the spectrum holes in an opportunistic way,
without causing interference to the primary network. The
main components in the CM2M network are explained as fol-
lows. Cognitive machines communicate with others by oppor-
tunistically accessing the spectrum and finding free frequency
bands. Meanwhile, a cognitive machine performs information
generation/processing/actuation for sensing or/and controlling
of the physical world. A Cognitive Access Point (AP) is an
information gathering/delivery point in a local area CM2M
network. It works as an information entrance to the external
networks, e.g., the Internet. A Secondary Base Station man-
ages the machines that are communicating within its coverage
in a centralized CM2M network. An optional spectrum broker
or spectrum geo-location database is communicating with all
the secondary BSs, and responsible for coordinating the spec-
trum allocation among multiple CM2M networks.


Machine Domain
Figure 3 shows the machine model. There are several func-
tionalities: network interconnection, spectrum cognition,
machine management, application management, and network
management.


Machine Management: Each machine has a basic defini-
tion, including type, status, and abilities. All the basic infor-
mation is integrated in a description file. The Machine
management is responsible for managing the signaling and
messaging among machines, i.e., to send, receive and resolve
the machine description file. Through machine management,
the registration, cancellation, and status updates of machines
can be noticed by the network. Machine grouping is an inter-
esting function and a scalable solution to manage massive
number of machines. With this scheme, networked machines
may be divided into different groups. Each group of machines
are self-organized and cooperate to perform a specific task.


Spectrum Cognition: Spectrum cognition is a core functional-
ity that makes the machine aware of the radio environment.


Figure 2. Proposed CM2M network architecture.
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Spectrum cognition contains
three main functional units:
sensing, sharing, and configura-
tion. Spectrum sensing is able
to identify available frequency
bands. Spectrum sharing can
control the spectrum access and
coordinate the spectrum
resource allocation among
machines coexisting in a local
area. Spectrum configuration
schedules the spectrum usage
in local areas and enable spec-
trum resource reuse in a wide
area. Spectrum sensing and
spectrum sharing are generally
realized in machines as well as
secondary base stations in a
centralized CM2M network.
Spectrum configuration can be
realized in the spectrum geo-
location database in a central-
ized CM2M network or in each
machine in a decentralized CM2M network.


Application Management: The application management is
in charge of decomposing an application into a series of M2M
communications, figuring out the network settings, and invok-
ing the M2M transmissions. In particular, context management
is responsible for acquiring and composing any contextual
information, and adapt the services to diverse contexts, includ-
ing the application type, the network status, and the machine
status. Event management is able to trigger the appropriate
M2M communications in case of routine or emergency events.
Data format management translates the data format in the
source machine into a format suitable for communication
when data is transmitted through heterogeneous machines.


Network Management: Network management aims at improv-
ing the performance of M2M communications regarding QoS,
security, reliability, energy efficiency, and spectrum efficiency. In
principle, all the functional units of network management oper-
ate across the whole protocol stack. For battery-powered
machines, energy management helps to prolong the machine
working life span. Spectrum management aims at optimizing the
utilization of the overall spectrum resources in time, frequency
and spatial dimensions to enhance the spectrum efficiency.


M2M Communication Domain
CM2M networks can operate in different frequency bands. Cog-
nitive M2M networks operating in unlicensed bands usually
involve M2M communications in personal and local areas (e.g.,
the home areas). Since there are no primary users in the unli-
censed bands, a cognitive machine may perform power control or
spectrum handoff to coordinate with other coexisting cognitive
machines. In licensed bands, there are two network structures for
cognitive M2M networks. In an infrastructure-based access strat-
egy, the network is organized in a centralized manner. There
exists a cognitive network infrastructure including the secondary
BS and the spectrum database. In an ad hoc topology, machines
are autonomously organized to constitute a multihop network for
information delivery. CM2M communications across multiple
bands could be viewed as the combination of several cases that
use M2M communications in a single band.


CM2M Systems Coexistence
Several CM2M systems may co-exist in the same geo-location.
For instance, in a home area, there are one CM2M systems
for home multimedia distribution and sharing, and another


for the networked smart meters. For the co-existence issues in
TVWS, the situation is more complicated than the case for
the license-exempt access to, e.g., the ISM band because
• The TVWS spectrum is expected to be shared by many differ-


ent access technologies, including802.11.af, 802.11ah, 802.22,
LTE, and existing and new standards for M2M. These access
technologies may differ in transmission power levels, dis-
tances, network architecture, and terminal capabilities. Such
huge heterogeneity will incur new technological challenges.


• ISM bands are safely shared because regulators have
imposed low EIRP limits (100 mW in Europe, up to 1W in
USA) to make possible efficient spatial sharing. In the case
of TVWS, it is difficult to set a uniform EIRP threshold
due to a mix of high and low-power use.


One of the main challenges is how to ensure fair sharing in
TVWS between these heterogeneous users. One potential short-
term solution is to use an additional layer in geo-location databas-
es that manage sharing between heterogeneous systems. This
should be possible because the geo-location databases have access
to information on location and type of devices. However, this is
based on the assumption that all devices need to report back to
the geo-location databases provider their position, the frequency
and the transmission power they are using. Furthermore, for sens-
ing-only devices, this solution may not be feasible. Another possi-
ble approach is that the heterogeneity should be considered as a
benefit instead of a disadvantage in efficiently accessing and shar-
ing of the spectrum [10]. Packet scheduling mechanisms may also
be deliberately designed based on local interference conditions.


CM2M for the Smart Grid
Figure 4 shows the proposed CM2M architecture for the smart
grid. We focus on three sub-areas where CM2M plays an
important role: Field Area Networks (FANs), Home Area
Networks (HANs), and Neighborhood Area Networks (NANs).


CM2M for Renewable Energy Field Area Networks
A unique characteristic of the smart grid is the integration of
distributed renewable energy sources (e.g., solar and wind
power) into the power grid. Renewable energy sources, e.g.,
wind energy, are normally deployed in remote and isolated
areas. Wind turbines are also deployed offshore. It is envi-
sioned that there are three types of M2M communications in
wind farm FANs: M2M among the turbins in the wind farm,


Figure 3. Proposed model of a cognitive machine.
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M2M between the wind farm and the remote control center (or
the smart grid concatenator), and M2M between the wind farm
and the local community to provide suitable green energy.


Due to remote geo-locations, there are usually plenty of
TVWS. CM2M over TVWS becomes an ideal choice for the
communications in the renewable energy FANs. Furthermore,
CM2M over TVWS is very suitable for the communications
between machines and the control center (or the smart grid
concatenator) since IEEE 802.22 is designed for TVWS and
for rural long-distance communications.


CM2M for Grid Protector Field Area Networks
In the smart grid, there are a number of power grid protectors.
The grid protectors need to quickly execute protection algo-
rithms upon the detection of fluctuation, disturbances, or power
outage. In particular, they are very crucial to signal to areas that
have to be isolated. It is envisioned that the interconnection of
grid protectors is able to substantially improve the capabilities of
monitoring, detection, and protection. The integration of CM2M
will add flexibility into grid protectors FANs in both deployment
and operation procedures. The distribution systems can be timely
protected and post-fault controlled with large scale renewable
energy generation units and power electronic converters. With
quick signaling, a local system can stably operate in an island
mode if the high-voltage power system fails and restore normal
operations as quickly as possible. This will minimize the possibili-
ty of total loss of power in an abnormal situation.


CM2M for Home Area Networks
Home area networks communicate with various smart devices
to provide energy efficiency management and demand


response. The HAN consists of a cognitive home gateway
(HGW), smart meters, sensors, actuators, and other intelli-
gent devices. HANs are fundamental components to enable
two-way communications to provide demand response man-
agement (DRM) services in the smart grid. DRM is a crucial
component in the green smart grid. DRM refers to mecha-
nisms that encourage consumers to streamline their demand,
thereby reducing the peak demand for electricity. Normally,
power generation systems are sized to correspond to peak
demands (plus margin for forecasting errors and unforeseen
events). By reducing the peak electric load, DRM helps to
reduce the need for more power plants, lowering CO2 and
other pollutants and hence achieve the green smart grid. In
the future smart power grid, the DRM formulation should be
extended to additionally consider the integration of renew-
able energy sources, multiple energy sources, and communi-
cations.


CM2M for Neighborhood Area Networks
A smart grid neighborhood area network is composed of sev-
eral HANs. In a smart grid NAN, there is a concatenator that
communicates and manages several HANs within its coverage.
The smart grid concatenator communicates with the HAN
gateways over unlicensed bands, e.g., TVWS. The introduc-
tion of a concatenator in this infrastructure facilitates the
spectrum discovery and utilization. The concatenator may also
communicate with renewable energy FANs to facilitate
demand response management in the community. In the case
of an outage of the fixed smart grid concatenator, a mobile
concatenator (e.g., in a truck) may be deployed and utilized as
an alternative solution.


Figure 4. CM2M for the smart grid.
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QoS-Aware and Application-Driven Services
Since it may be difficult to predict and control communications
performance in cognitive networks, one concern is how to
achieve QoS when using CM2M for the smart grid. Yet many
smart grid applications require predictable reliability, timeli-
ness, and throughput. In some situations, critical data need to
be transmitted to the control center immediately without delay,
otherwise, the stability of the power grid may be in danger.


In the CM2M vision, one potential approach is to differentiate
applications in the smart grid. In addition to opportunistically
acquired spectrum, e.g., in the TVWS, cognitive radios could also
have access to a part of licensed spectra, e.g., in the LTE bands.
Based on QoS requirements for smart grid applications, gateways
may make intelligent decision on which spectrum to use, i.e., mis-
sion critical message are transmitted in a licensed spectrum while
those with less stringent requirements are transmitted in TVWS
channels. Another possible approach is that some bands are set
aside exclusively for cognitive/secondary access for the smart grid
applications. This means that there is no issue of sharing with
other applications, and also there is guaranteed availability
because primary systems have predictable usage patterns in time
and/or space. The latter technique has been similarly presented
for wireless medical applications in [11].


Energy-Efficiency Design in FANs and NANs
We will focus on energy-efficiency challenges in the CM2M for
the smart grid communications. We will exploit machine coor-


dination to reduce energy consumption in the spec-
trum discovery phase. In the renewable energy
FANs or grid protector FANs, machines may coop-
erate with each other to reduce energy consump-
tion during the spectrum discovery phase. Similarly,
in the NANs marked in the rectangle area in Fig.
5a, several HAN gateways (HGWs) may cooperate
to efficiently detect the unused frequency bands in
the primary network, e.g., TV systems. In the fol-
lowing, we will focus on energy-efficient spectrum
discovery design in the smart grid NANs.


We first show the key idea of two traditional spec-
trum discovery schemes: the non-cooperative spec-
trum sensing and the cooperative spectrum sensing in
a scenario with two channels. In Fig. 5a, a single
HGW is used to obtain the activity of two channels.
In each timeslot, the gateway can only sense one
channel. Hence, the total sensing time is 2Ts to
obtain the activity of the two channels. Figure 5b
shows that in the cooperative sensing scheme two
gateways are employed to sense two different chan-
nels at the same time. Thus, the gateways can know
the activity of the two channels after Ts and then send
the result to the smart grid concatenator. In these
two schemes, all HGWs need to exchange the infor-
mation with the concatenator after sensing each
channel. Figure 5c shows our proposed new scheme,
called the Time-Division Energy-Efficient (TDEE)
sensing scheme. The sensing period of each gateway
is equally divided into two timeslots. In the first
timeslot, HGW1 senses the first channel CH1 and
HGW2 senses the second channel CH2. In the next
timeslot, HGW1 tunes to sense the second channel
CH2, and HGW2 senses the first channel CH1. Since
HGW2 is employed to help HGW1 sense CH1, the
sensing accuracy for each channel is not reduced.
This procedure shows that the gateways have the
sensing schedule at the beginning of the sensing peri-
od. In each timeslot, each HGW is assigned to detect
a different channel in one timeslot. After sensing, all


HGWs send the sensing results to the smart grid concatenator to
make the final decision. HGWs do not need to exchange the con-
trol messages for the acknowledgement of a successful coopera-
tion while such acknowledgement is an indispensable procedure
in the traditional cooperative or non-cooperative schemes. This
will lead to substantial energy saving without comprising sensing
accuracy. We now consider the scenario when U HANs need to
discover the available channels. The total energy consumption is
dependent on the number of cooperative gateways and the sens-
ing time duration Ts


i of each. Let Ts = {Ts
1, Ts


2, … Ts
U}, and let Pd


and Pf denote the probability of detecting that the channel is free,
and the probability that such a detection is false, respectively.
Accordingly, we denote –pd and –pf as the threshold of the detection
probability and the threshold of the false alarm probability,
respectively. These two thresholds represent the guarantee of
sensing performance. We consider the total energy consumption
during the sensing phase and the information exchange phase and
then formulate the energy minimization problem as


where Es(⋅) and Ee denote the energy consumed by sensing
and exchange of information, respectively.


Figure 6 compares the energy consumption performance of
our proposed energy-efficient scheme with the traditional
schemes. We observe that TDEE has lower energy consump-
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Figure 5. Different spectrum discovery schemes:  a) non-cooperative scheme;
b) cooperative scheme; c) time-division energy-efficient scheme.
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tion than both the cooperative sensing scheme and the non-
cooperative sensing scheme. Besides the advantage of reducing
the energy used for exchange of information, the proposed
scheme can also choose the optimal sensing time by minimizing
sensing and information exchange energy. In this case, sensing
time is significantly reduced compared to that in the non-coop-
erative scheme where the sensing time is predetermined. In
addition, for a fixed sensing time duration, TDEE has lower
energy consumption than both the non-cooperative scheme and
the cooperative sensing scheme. The sensing task of the multi-
ple channels is shared by multiple HAN gateways in our
scheme. This load-sharing strategy ensures fast searching for
the spectrum opportunities and reduced energy consumption.


Conclusions and Future Work
In this article, we promoted the new paradigm of cognitive
machine-to-machine (CM2M) communication, by exploiting
cognitive radio technology in M2M communications. We first
motivated the promotion of CM2M from different perspectives,
including technical, applications, industry support, and stan-
dardization. Then, we introduced the CM2M network architec-
ture. We showed that different CM2M systems may want to
co-exist, e.g., exploiting TV white spaces, and we discussed
potential solutions to this challenge. We presented the poten-
tials of CM2M for the smart grid in renewable energy field area
networks, grid protector field area networks, home area net-
works, and neighborhood area networks. Finally, we proposed a
coordination based energy-efficient spectrum discovery scheme
that can be used in smart grid neighborhood area networks,
which is shown to significantly save energy consumption.


The proposed architecture and solutions have yielded sig-
nificant results and momentum for further developments.
Application-driven solutions need further consideration in the
mission critical smart power grid. Reliability and timeliness
are two key metrics that may be integrated in the QoS study.
CM2M system co-existence in TVWS is a new research chal-
lenge, which needs careful design to ensure fair and efficient
sharing among heterogeneous users. The security issue is an
interesting research topic in various CM2M applications
which may have different and their own unique vulnerabilities.
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Figure 6. Energy consumption (M: the number of channels).
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