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[bookmark: _GoBack]Draft ECC report on measures to address potential blocking of MESs at seaports and airports

1. [Introduction (include summary of work done in Report 263)]
2. [Technical characteristics of MESs, to include blocking performance measurements]
3. [Maritime and aeronautical MSS operational requirements (to include description of the need to test the equipment [and operate] in ports/airports)]
3.1 Maritime Requirements
[Note: Information is included in Annex. Text should be further refined to clarify spectrum related matters.]
3.1.1	Port State Control Inspections of GMDSS
Port State Control (PSC) is the inspection of foreign ships in national ports for the purpose of verifying that the condition of the ship and its equipment comply with the requirements of international conventions and that the ship is manned and operated in compliance with applicable international laws.
The control procedures are primarily designed to enable Port State Control Officers (PSCOs) to ensure that foreign ships calling at their ports are SOLAS compliant and safe. The PSCO is empowered to take further action if there are clear grounds for believing that the condition of the ship, or of its equipment, does not correspond substantially with the particulars of the SOLAS convention. The officer can take steps to ensure that the ship does not sail until it can do so without endangering passengers, the crew or the ship itself. If action of this type is taken, the Flag State must be informed of the circumstances and the facts must be reported to IMO. 
Standard Port State Control inspection of GMDSS encompasses:
· Verification of valid radio certificate which certifies that the vessel is GMDSS compliant.
· Verification of the qualifications of the crew to ensure that the vessel carries a sufficient number of qualified GMDSS operators on board, in accordance with the radio certificate and the minimum safe manning certificate.
· Verification of the receipt of Maritime Safety Information (MSI).
· Verification of operation of MF/HF DSC by test call.
· Verification of operation of VHF DSC by test call to second unit.
· Verification of operation of Inmarsat C:
· Run Performance Verification Test (PVT or link test) for the Inmarsat C unit.
· The PSCO should be able to check the result of the test from the screen display.
· The PSCO may ask for a print-out of the result as displayed.
· Verification that correct NAVAREA is selected for reception of MSI.
· Verification of operation of all equipment on reserve source of power.
· Verification of radio installation and power supply in proper condition.
· Verification of training and familiarization with equipment is given as appropriate.
· Verification that 406 MHz EPIRB is stored appropriately, routinely tested and ready for use.
It is not practicable to undertake such activity except in port.
3.1.2	Survey of GMDSS installations
GMDSS and some other radio installations fitted on vessels in compliance with international obligation or, some European or national regulation require regular radio surveys by the vessel’s flag state in order to maintain the certification that the vessel fit for the applicable operation. With few exceptions, the equipment is subject to flag state type approval. Such installations may rely on satellite services in the 1530-1545 MHz band. A survey goes beyond the requirements of PSC above. Vessels affected include at least; SOLAS vessels; and medium and large fishing vessels; domestic passenger vessels and work boats; and possibly large yachts. For an efficient industry, such surveys have to fit well into the operational requirement. Forcing a vessel to a new port or to sea would represent a serious burden and hazard if at sea transfers were required.
Leisure craft and other vessels not subject to a mandatory carriage requirement may also carry satellite terminals using the same frequencies for safety purposes and be subject to survey for insurance purposes. 
3.1.3  Long Range Identification and Tracking (LRIT)
Mandatory requirement SOLAS V/19-1 for vessel on international voyages. Vessels are required to transmit at least every 6 hours on receipt of a polling command. This rate of reporting is remotely controlled and can be reduced to 15 minutes. The communication means is not defined but has to cover all areas of ship operations and to be in continuous operation with the exception of periods in dry dock. The systems rely primarily satellite communications services, commonly Inmarsat.
A conformance test of the ship’s reporting is required on initial installation and if the system is deemed to have failed, (possibly also if it has been switched off or ceased to report for an unreasonable period – needs confirmation).
3.1.4	Common European Reporting System (CERS)
Mandatory reporting requirements for international vessels as defined in directives 2002/59/EC, 2009/17/EC, 2010/65/EU, Reg (EC) 725/2004.
CERS workbook has to be sent from vessel to agent (usually by email) who uploads to CERS 24 hours prior to vessel arrival in port. Additionally, WETREP requires email of vessel details to Falmouth CG who enter them into CERS. WETREP is mandated in IMO Resolution MSC.190(79) and also includes reporting amongst others, immediately on departure from port. The reports can contain proprietary information and use of open communications is not appropriate There is also reporting for CALDOVREP.
Vessels need to be contactable by email for clarifications.
3.1.5	Maritime Safety Information (MSI)
SOLAS VI/4 every ship while at sea, (at sea = outside categorised waters), shall be capable of transmitting and receiving maritime safety information;
SOLAS has a footnote stating that “It should be noted that ships may have a need for reception of certain safety information while in port.”
MSI includes weather and navigational warnings that are necessary for safe passage planning. International NAVTEX usually coves a relatively small area whilst MSI via EGC contains MSI for:
· NAVAREA and 300NM beyond;
· planned voyage 
· a fixed position.
Only receipt of MSI from received via recognised broadcast services provides SOLAS compliance, web services do not.
3.1.6	International Ship and Port Facility Security (ISPS) Code
SOLAS XI-2 requires robust communication to provide timely security information to ports, ships; in port; intending to enter port; or transiting territorial seas. The international regulation is agnostic to the communications mechanism, but in the UK this is normally by email and therefore commonly uses a satellite service.
The code requires a Ship Security Alert System (SSAS) to covertly transmit message to a competent authority. The international regulation is communications mechanism agnostic, but in practice the installation uses a satellite service and such as a service in the 1530-1545 MHz band.
3.1.7  Search and Rescue (SAR)
The use of Inmarsat communications forms part of the overall communications plan and capability for SAR, and would be highly likely to be used as part of the alerting and communications route for incidents involving large passenger carrying vessels in the UKSRR, even in coastal waters or close to large ports and harbours. In particular, the use of Inmarsat distress alerting for security related incidents (Ship Security Alerting System) is of relevance close to major ports, where the threat of terrorist action is arguably higher. Reference to the UK and European Community Regulations, specifically Regulation (EC) 725/2004 on enhancing ship and port facility security; UKSI – Ship and Port Facility (Security) Regulations 2004, as amended, and International Maritime Conventions and Codes (SOLAS XI-2 and the ISPS Code) should be made. These regulations are clear in their requirements that flag and coastal States must have an operational capability to receive covert ship to shore security alerts transmitted by shipboard Ship Security Alert Systems (SSAS) and to respond appropriately. This includes Port facility security plans including procedures for responding in case of a ship security system being activated whilst in the port facility (and which therefore may include harbour waters).
As an e.g., in an incident involving a large passenger carrying vessel the Inmarsat GMDSS  communications route would likely play a significant part in the overall communications plan and is part of the UK Maritime and Coastguard Agency’s  Mass Rescue Operations planning assumptions. This is especially true near major ports where the local mobile phone network may become saturated by high volumes of calls, possibly generated from persons on board the casualty vessel as well as onlookers (cruise liners now carry upwards of 10,000 passengers and crew). The use of open VHF radio for conversations of a sensitive nature may not be desirable or possible, and the satellite communications option is better for these types of conversation.
3.1.8 Fishing Vessel Monitoring System (VMS)
All EU fishing vessel over 12m are required to have a VMS installation that report their movements. Some countries may allow the system to be powered down after arrival in port, but it must be operating before departure: Others require continuous operation. The equipment must be type approved and will use a satellite service, Scotland for instance mandates Inmarsat mini-C based equipment which therefore operates in 1530-1545MHz band.
Vessel is liable for failure to report may trigger an investigation.
[Note: for each of the sections above, there may be necessary to clarify the extent to which satellite terminals are mandatory, or whether alternative means exist]
[Note: need to clarify the frequency bands used for each of the applications above]
[Note: Information should be related to the case of MES may need to show correct functioning in bands adjacent to 1518 MHz (including 1525-1559 MHz), as part of operational procedures, prior to departure from sea ports or airports.]
3.1 Aeronautical Requirements
[Note: the following text in yellow highlight was provided by Airbus in response to the ECC public consultation on Draft CEPT Report 65]
Interferences are therefore expected to impact aircraft in the vicinity of IMT emitting stations. If these stations are located in the vicinity of airports, aircraft would be impacted during approach, landing, ground, take-off and climbing phase. The aeronautical satellite safety services are used today for air traffic control (mainly for transoceanic flights where Future Air Navigation System (FANS) requires the use of Satcom), for cabin crew and passenger services (weather bulletin, cabin crew management), and will be used in the future for in-flight support for flight crew. In addition, governmental and public services (police, fireman, military, ambulance) use the L-band safety services for operations due to their good coverage and reliability.
For Airlines, the main impact is the lack of reliability of Satellite system test before take-off, which is a mandatory condition for trans-oceanic flights. For Aircraft manufacturers, the main impact is the lack of reliability of Satellite system test during manufacturing and maintenance phases, leading to disturbance and delay. For aircraft fitted for governmental and public services, the main impact is the lack of reliability of Inmarsat L-band Satellite communication in impacted areas.”

4.  [Analysis of consequence of introduction of SDL]
5.  [Technical description of the interference issue (to include legacy terminal resilience and future terminal resilience)]
5.1  [Receiver blocking due to overload]
[Refer to definition used by SE21]
5.2   [Receiver blocking due to Out of Band Emissions][Note: to be clarified]
6.  [Measures to address any blocking (e.g. pfd limits, coordination distance, MES filtering, exclusion zones, MES limited frequency range )]
7.  [Recommendations/Conclusions]


Annex
Preliminary results of blocking susceptibility of Aircraft Earth Stations operating in the band 1525~1559 MHz to LTE signals in the band 1492~1518 MHz
[source: ECC PT1(17)170]

Test procedure 
The diagram below represents the test configurations used to obtain the test results presented in this document.




The test method used was as follows
· Configure the LTE source to transmit a 5 MHz LTE signal centred on 1514.5 MHz.  Set the signal level to off.
· Configure the wanted signal source to transmit an Inmarsat forward bearer type (Classic C channel or Swift 64 SCPC (Single Channel Per Carrier) channel were variously used).
· Configure the SDU (Signal Data Unit) in self BER test mode (SDU counts bit errors)
· Adjust the wanted signal level to a point near threshold that produces a measurable bit error rate.  (Note the bit error rate)
· Increase the wanted signal by 1 dB.
· Turn on the LTE source.  Increase the signal level until the BER degraded to the originally measured level.
· Measure the level of the LTE source (referenced to the input of the DLNA (Diplexer/LNA)).
· Repeat for the following wanted frequencies (1525.1, 1530.1, 1535.1, 1540.1, 1545.1, 1550.1, 1555.1 MHz)


Test results 

The results from the most and least susceptible equipment types for which data was provided is presented in the graph below.

[image: ]





Annex
Safety of lives at sea is critical and is regulated prominently through the International Convention for Safety of Life at Sea (SOLAS) of the International Maritime Organisation (IMO). 
SOLAS Chapter IV sets the regulations for the Global Maritime Distress and Safety System (GMDSS), the international system established to ensure rapid, automated, alerting of shore-based communication in the event of a marine distress, between and rescue authorities, and to ships in the vicinity. Satellite technology forms a key component of the ship-board radio-systems used in the GMDSS. 

In order to comply with GMDSS, ship operators should take the recommendations of IMO Resolution A.702(17) on “Radio Maintenance Guidelines for the Global Maritime Distress and Safety System (GMDSS) related to Sea Areas A3 and A4” into account:
1.1  Irrespective of the methods used to ensure the availability of the functional requirements of regulation IV/4 and as specified in regulation IV/15.8, a ship should not depart from any port unless and until the ship is capable of performing all distress and safety functions as set out in regulation IV/4.
1.2 Irrespective of the methods used by the ships, all manufactures instruction manuals and maintenance manuals for each piece of equipment required and installed should be available on board. Adequate tools, spare parts and test equipment appropriate to the methods used by the ship, as specified by the Administration, should be provided. The manuals, tools, spare parts and test equipment, as applicable, should be readily accessible. 
IMO conventions place the responsibility for technically and environmentally safe ships primarily on the Flag State. However the IMO conventions contain provisions that permit Port State Control (PSC). The authority for exercising PSC is the national law based on relevant conventions.


Recommendations for future study

We make the following recommendations for future study
1. All equipment types should be measured (or at least all types with large install bases).  Large variations between AES types were reported from the preliminary testing performed and as yet untested types may be either more or less impaired.
2. The testing should include multiple bearer types that at least include the BPSK and QPSK types used by classic aeronautical terminals and QAM types used by SBB (Swift Broad Band) aeronautical terminals. The bearer types are likely to show different susceptibility to blocking as the front end (DLNA) compresses.
3. The testing should include testing with multiple blockers, such that 3rd and 5th order IMD (Inter-Modulation Distortion) products fall in band.
4. The testing should include scenarios with multiple in-band signals to gauge the distortion effects from multiple in-band signals in the presence of a large out-of-band blocker causing LNA compression. 
5. Testing should include operation in the extended L-band.
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