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Annex

SRD Regulatory Approach in CEPT

1. Introduction

Short Range Devices (SRD) are playing an increasing role in the economy and in the daily life of citizens. SRDs cover a very wide range of applications such as data collection with auto identification systems or item management in warehousing, retail and logistic systems, baby monitors, garage door openers, wireless home data telemetry and/or security systems, keyless automobile entry systems and hundreds of other types of common electronic equipment relying on such transmitters to function. At any time of the day, most people are within a few meters of consumer products that use SRDs. Because of this diversity, the short range device market is not a single entity because it comprises of a number of markets for a wide range of applications that provide real economic value to industry and to citizens worldwide in terms of efficiency and quality of life.

SRDs operate on a variety of frequencies and are generally exempted from individual authorization requirements. Unlike clearly defined radio services which benefit from allocated frequency bands, an SRD frequency band doesn’t exist and therefore SRDs must share the operating frequencies with other radio applications without causing harmful interference to, nor claiming protection from any application or service. This should be ensured by defining an appropriate regulatory framework which should also provide an efficient use of the spectrum.

Noting this context, it seems important to consider all the specific aspects attached to the SRD approach in order to define a strategy to elaborate the most appropriate regulation which will grant sufficient confidence to SRD industries and that will also guaranty an appropriate protection to radio services.

2. The SRD Context

SRD applications are not identified as a radio service. This means that SRDs do not haveneed a specific spectrum allocation and they can therefore operate everywhere in the frequency spectrum under the following conditions:
1. SRDs operate in shared bands and are not permitted to cause harmful interference to radio services;
2. SRDs cannot claim protection from radio services.

These conditions, associated with the fact that SRDs are most usually authorized under a general authorizations regime, fix the rational to define the appropriate regulatory framework.

These specific conditions create some complexity in defining the appropriate regulation. In the following part of this document, issues and impacts related to each of the features are described.

Shared use of the spectrum and related issues

For shared spectrum considerations, it is important to distinguish between spectrum occupancy and spectrum efficiency. The value of using a particular part of spectrum comes from the utility it provides to users, which is not necessarily the same as the data traffic. A distinction should be made between the concepts of Single system Absolute Spectrum Efficiency (SAE), which is based on the raw data transmitted, and Group Spectrum Efficiency (GSE), which is closer to the broader utility or service provided. Spectrum efficiencies can be defined in terms of the GSE in an environment where devices of different and similar nature are present (ECC Report 181 [5]).

In SRD deployment it is not possible to give each application its own reserved frequency rangespace.

For shared spectrum considerations it must be recognised that it is not only the technical parameters of the radio signal and the resulting link budget that are important. The modern adaptable packet-switched systems have complex operational patterns through involving not only the physical layer but also higher OSI levels into the picture for overall maintenance of communications stream. Therefore ideally the system designers, as well as spectrum managers, should endeavour considering those more sophisticated aspects in order to determine and establish the balance between the levels of operational resilience of considered systems.
One of the most important operational parameters of this category is the latency requirement. This is the maximum acceptable delay in transferring the packet/message and cannot generally be inferred alone from the technical consideration of the useful link budget vis-à-vis the interference instance. Therefore the latency as well as other similar parameters/metrics may need to be considered when pursuing spectrum planning in shared bands.
Another conclusion is that when different applications are mixed, an analysis based on a simple probability of interference does not reveal the full story. Therefore, compatibility analysis in an application neutral environment will require more extensive analysis in the lowest two layers of the OSI model, mainly in the time domain, than is currently done in situations where the applications are defined.
Recommendation ITU-R SM.1046-2 [9] indicates a methodology that should be used to compare similar systems. This makes it difficult to apply this concept directly to the SRD bands, where a variety of different applications share the same spectrum. The move to application neutrality in spectrum regulations (e.g. to foster innovations) will make it even more difficult to apply the procedures in Recommendation ITU-R SM.1046-2. CEPT has investigated these challenges in ECC Report 181 [5] in 2012.

General authorization regime and related issues 

Applying a general authorization regime for SRD applications means that normally no coordination is required, that administrations do not have to spend efforts in awarding individual licenses to SRD and it is also not intended to limit the number of users. However, one immediate consequence is that the regulator has no exact information about the precise locations of use and real usage densities. This implies that the introduction of new restrictions, whether it is additional technical restrictions or other authorization conditions at a later stage (e.g. after the occurrence of interference problems), may be difficult. New technical requirements for SRD equipment, to overcome such interference problems, may be introduced in international standards but the real effect on the markets will only appear after some years and the existing equipment population, already in use on the market, is not concerned by changes in later version of such standards.

Finally, it has to be noted that short range devices may be mass-market and/or portable products which can easily be taken and used across borders; differences in spectrum access conditions therefore prevent their free movement, increase their production costs and create risks of harmful interference to other radio applications and services.

3. European scheme to define SRD regulation

Cooperative framework based on European Commission, ETSI, CEPT/ECC relationship

The European Commission, ETSI and the Electronic Communications Committee (ECC) of CEPT are involved in the cooperation process dealing with spectrum management decisions by setting standards as well as regulatory decisions.

The MoU between CEPT and ETSI describes the cooperative process applying to the development of harmonized European standards and of ECC Decisions (or other ECC deliverables). This process aims to facilitate access to spectrum for new applications envisaged by ETSI. According to the MoU between CEPT and ETSI, any modification of the harmonized European standard which would require a modification of ECC deliverables should lead to a coordination process between the two bodies. The same would apply if ECC envisages a change in its regulation which would require a modification of harmonized European standards.

Harmonized European standards are agreed by a consensus amongst administrations and industry, and are adopted by a public vote managed via National Standards Organizations. Once adopted the Commission cites them in the OJEU (Official Journal of the European Union) without further intervention, except in exceptional cases.

CEPT/ECC deliverables may be adopted voluntarily by CEPT member administrations after public consultation. In addition, , and, when the harmonization measure is covered by a Commission mandate, a CEPT Report is  are submitted to the European Commission which proposes harmonization measures based on the Spectrum Decision process. The implementation of harmonization measures based on Decisions of the European Commission is mandatory for EU Member States.

Role of ETSI in SRD regulation

The ETSI is responsible for producing harmonized European standards for telecommunications and radiocommunications equipment. These standards which are used for regulative purposes are known as European Norms (prefixed with EN).

Harmonized standards for radio equipment contain requirements relating to the effective use of the spectrum and avoidance of harmful interference. These can be used by manufacturers as part of the conformity assessment process. The application of harmonized European standards developed by ETSI is not mandatory, however where they are not applied, a notified body must be consulted. The national standardization organizations of EU Member States are obliged by EU law to transpose European Standards for Telecommunications (ETSs or ENs) into national standards, and to withdraw any conflicting national standards.

With regard to SRDs, ETSI developed four generic standards (EN 300 220; EN 300 330, EN 300 440 and EN 305 550) and a number of specific standards covering specific applications. 

EC and CEPT SRD Regulation in Europe

EC Decision 2006/771/CE (and subsequent amendments) on SRDs and Tthe CEPT ERC Recommendation 70-03 and also the EC Decision 2006/771/CE (and subsequent amendments) on SRDsboth provide both a list of the available bands for SRD applications with associated usage conditions. Alongside a list of the bands and conditions, definitions of the relevant applications are also provided within these documents.

Based on a permanent Mandate from the European Commission, the CEPT is tasked with regularly updating of the technical Annex of EC Decision 2006/771/EC. The work is undertaken by the Short Range Device Maintenance Group (SRD/MG) of CEPT/ECC, which is responsible for setting technical sharing parameters for SRD applications.

The work in CEPT SRD/MG ensures that sufficient information for compatibility studies has been made available by stakeholders and ETSI. System reference documents from ETSI (SRdoc) normally trigger the process or contribute to this process by providing valuable information for identifying input parameter for these studies. In addition, ETSI Specialist Task Forces (STFs) also can contribute new information. In general, this establishes a process of co-regulation in which administrations, industry and operators/users participate to find the best suitable regulatory approach for SRD applications. 

· Recommendation CEPT/ERC/REC 70-03 – Relating to the use of short range devices (SRD)

This Recommendation (http://www.erodocdb.dk/Docs/doc98/official/pdf/REC7003E.PDF) sets out the general position on common spectrum allocations for SRDs for CEPT member countries. It is also intended to be used as a reference document by the CEPT member countries when preparing their national regulations. The Recommendation describes the spectrum management requirements and technical specifications for SRDs. It also includes links to all applicable reference documentation such as CEPT/ECC Reports, CEPT/ECC and EC Decisions, and harmonized European Standards.

This particular approach with CEPT/ERC/REC 70-03 provides a good example of the CEPT use of ‘soft harmonization’, where existing services remain protected to the extent that national administrations deem it necessary, yet providing the opportunity for the harmonized development of new services in the majority of European countries. The success of the ERC Recommendation 70-03 owes much to its ‘soft harmonization’ approach, which is quicker to set up than a more rigid, centralized harmonization process for SRD applications, where the measures needed to deal with important but limited incumbent interest can block or delay the process of introducing SRD spectrum usage opportunities. 

· European SRD information in EFIS

The ERC Recommendation 70-03 (including the national implementation information) is available in data format in the ECO Frequency Information System (www.efis.dk);

SRD related information can be found under the link: EFIS SRD Regulations. The information can be exported in csv (excel) format. 

The European Common Allocations table is also integrated in EFIS and can be downloaded (just select ECA in the EFIS database). It contains all the SRD related ECC harmonization measures and applicable ETSI Harmonized European Standards. 




General procedure

A clear procedure is established in order to define a new SRD regulation starting from formal requests for consideration by the CEPTSRD/MG. These requests can originate in industry, often through ETSI via a System Reference Document, or from Administrations that have identified a specific need for a new application. 

A 'System Reference Document' is usually produced for a new SRD application or change of an existing SRD regulation. requiring a change of the present frequency utilization. It should include a technical description information on the market and spectrum sharing which can be used by CEPT countries in their deliberations on spectrum compatibility and regulatory issues. Such requests are considered in CEPT for any necessary compatibility and regulatory assessment and for a recommendation on any required further action. Any recommendation for modification of ERC/REC 70-03 that is provisionally agreed proceeds to a public consultation process with subsequent resolution of comments before final approval for publication.

In parallel with the CEPT process outlined above, ETSI generally develops a harmonized European standard (HEN) for the relevant SRD application. During this process ETSI will liaise with CEPT for information relating to appropriate operating conditions to ensure compatibility with existing services. 

The benefits of this e current regulatory process include:

1. Defined entry points into the process for industry;
2. Following neutral studies:
· compatibility with existing users;
· maximum/efficient use of the spectrum;
· reliable operation of new applications by defining appropriate operating conditions;
3. Public consultation intended to ease the process of national implementation.

ECC Policy Goal aims to increase the efficiency of the regulatory process, particularly the compatibility studies, and to provide a rapid frequency designation process and to give a higher degree of certainty for industry. A key element of this is to encourage the industry to provide initial spectrum studies to support its proposals.

When fine-tuning the regulatory process in practice, the following aspects should be considered: 
1. The overall process is time-consuming and therefore, deadlines for work items of the regulatory approach should be defined. Otherwise, the approach may not align with the short life-cycle of some SRD products. Micro-management of individual SRD applications and/or very small frequency bands should be avoided. Bundling of similar requests/similar SRD applications will also help to avoid frequency band fragmentation. 
2. Any extensive and unnecessary emphasis should be avoided on providing protection for existing SRD applications. A balanced approach between incumbent and new SRD applications in a frequency band should be pursued and the basic rule should be ‘equal access to the spectrum’;
3. ‘Lowest common denominator’ compromises between the stakeholders should be avoided which tend to make everybody equally unhappy. The regulatory solution should fit to the SRD application needs. If required, different frequency bands should be considered because of negative spectrum compatibility results.

4. Principles and strategy of developing SRD regulations in CEPT

The SRD concept is investigated following a defined common process. 

The principles and strategy have been set out in the CEPT in CEPT Reports 14 and 44 [2, 3] and ECC Report 11 [4]. 

All SRD application requests should be subject to a detailed description.

Defining sharing conditions for the efficient use of spectrum for a certain frequency band and application usually requires comprehensive compatibility studies so as to ensure that such new collective usage (see [7]) will not be detrimental to licensed users. Therefore, all new requests for an SRD application are subject to compatibility studies to define a sharing scheme and a licensing regime. The regulatory environment for SRD application should provide clear directions regarding the obligations and behavior (politeness) of the devices. 

Two types of applications could be investigated under an SRD approach:

a. Generic application,
b. Specific application.

The advantage of the generic approach is that the regulation will be as open as much as possible to new SRD application developments. This fosters innovation.

On the other hand, using the specific SRD application approach to the band has the advantage that the number of devices may be better estimated and interference scenarios may be more reliably predicted. Typically where higher power levels than those typically employed for generic SRD applications are required. 

One challenge of this approach is to accurately define the category of SRD application in order to ensure that the overall SRD usage density in the frequency band is under control.

Technical approach

The technical layout of complete radio systems can be chosen with maximum freedom. The choice of modulation systems, error correction protocols and link establishment choices for robustness and latency and the application are all the choice of the manufacturer. However, when defining the appropriate operating frequency band, administrations need to consider grouping different SRD application in order to foster the collective and the efficient use of the spectrum.
[bookmark: _Toc303851062][bookmark: _Toc350508486]Neutrality Principles
It is likely that for the same reason of technology neutrality there will be a trend towards grouping users not by application but more by the type of signal transmitted. This also supports the principle of “commons” segments of spectrum not specifically designed for one application but available for those users obeying common access rules: E.g., access to a frequency sub-band will depend on a combination of parameters such as power, duty cycle, length of transmission, spectrum access method. 
Applications referring to SRD categories or types of SRD devices performing a specific task with a particular installed base are described by one or more system reference documents (including the usage scenario of these types of devices) and/or application specific harmonized standards.

As such it is defined as a field or scope of application in terms of usage application such as non-specific SRD applications (i.e. all usage fields) or specific applications, i.e. specific usage fields for which specific usage scenarios and usage densities were assumed in the respective spectrum compatibility studies. The term application should not be misunderstood as a specific field of technology.

The principle of application neutrality means the end of segregation by application where sub–bands were designated exclusively to a particular SRD application (described in CEPT Report 44 [3]. In order to preserve technical efficiency, a suitable replacement could be partitioning of the bands based on technical objectives – e.g., sub-bands for high reliability, for low latency, for high throughput. However, this may lead to more detailed definition needed in describing the technical spectrum access requirements and this may lead to a reduction in technology neutrality if not performed properly.

However, the relationship between spectrum access and perceived functionality is different for different applications, even though the signal parameters are identical. Therefore this approach can only be achieved if the proper technology, in terms of latency, reliability or data bandwidth is described for all application types in the same environment. Full application neutrality may not be an achievable objective and should be used with caution.
[bookmark: _Toc303851064][bookmark: _Toc350508488]Technology neutrality
Technology neutrality has different definitions in different areas of technology and is in electronic communication usually described as “the rules should neither require nor assume a particular technology”. As one can see for SRD technology this reads in two parts “require” as in regulation and “assume” as in standards.

The principle of technology neutrality is more difficult to realise and therefore may not always be realised by regulation without sacrificing spectrum use efficiency. It should be still possible to frame regulations so that, for instance, either analogue or digital modulation is allowed or a range of bandwidths is possible. In most cases, however, it is necessary to set specific technical conditions to allow successful sharing, so technology neutrality is at odds with spectrum efficiency. In order to assist the emergence of new technologies, the principle of technology neutrality should be applied as far as possible. 

Technology neutrality is a desirable aim, but similarly, is only truly achievable when applications have equal access and equal requirements. In addition, spectrum efficiency and technology neutrality are in direct conflict with each other if no mandatory technical border conditions for all devices in a certain environment are defined.
Predictable sharing environment
This addresses a second-level of compatibility (i.e. intra-SRD sharing) which needs to be established to ensure that SRDs do have equal access to bands and therefore have to protect each other (instead of being protected by regulators).  The sharing rules mandated in spectrum regulation then become the level playing field on which SRDs would have to operate. As such, there could therefore be the case for having different playing fields for different categories of SRDs. Appropriate spectrum access rules facilitate predictable sharing arrangements. 

Predictable Sharing Environment is assumed to be defined as common behaviour for communication equipment and systems, common rules with common well defined technical parameters and mitigation techniques to provide better defined sharing conditions within a specified frequency band.

From the spectrum requirements presented by industry, it is clear that some new services and functions, such as safety related applications, may require a more predictable sharing environment than that provided by traditional mitigation techniques. Different scenarios for combining services requiring a predictable sharing environment should be considered during compatibility studies in order to determine an acceptable solution.

Alternatively, by carefully specifying the technical parameters and mitigation techniques, it may be possible to create a predictable sharing environment for the whole band that could apply to all SRDs.
[bookmark: _Toc305049119]Mitigation techniques considerations 
In order to ensure an efficient use of the spectrum by considering different SRD applications in a same frequency band, mitigation techniques are systematically considered. This includes e.g. specific duty cycle restrictions, listen-before-transmit requirements, frequency adaptation and detect-and-avoid mechanisms. Other more sophisticated technologies can also be considered such as common co-existence specifications which are implemented by different SRD sectors/categories for having equal access to the spectrum. Most mitigation techniques would require clear specifications in international standards, so administrations can use them in their regulatory approach. 

Adapting the individual authorization regime in specific cases

SRDs are usually associated with general authorizations. However, individual authorizations could also fall within the SRD approach. This may be particularly relevant in relation to ‘light licensing regimes’ where, for example, there may be a need to coordinate with an incumbent user; or ‘private commons’ where an individual (and licensed) user sets the conditions for access.

A drawback of the licencing regime of the SRD approach is that while individually licensed users, through the regulator, have means to deal with harmful interference, the SRD user is unlikely to have any such recourse, neither through the manufacturer nor the regulator (unless the interference is caused by illegal transmissions).

Such a regime could only be applied to specific and well-defined SRD applications. 

Responsibility of the manufacturersManufacturers shall help themselves

It needs to be emphasized that it is ultimately the responsibility of manufacturers to build short range devices in a way to protect such devices against harmful interference to the extent possible and to minimize the risk of interference from radiocommunication services as well as from other short range devices sharing the same medium. This should be noted in particular for such SRD devices where the users claim to have high requirements in terms of e.g. latency, throughput, predictability or reliability of the wireless communications link. In such cases, the implementation of adaptive techniques to “escape” from interference or the definition of special frequency band conditions may provide solutions.
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